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OpenLENA | Key Strengths (1)

1 QEAADISYP| 512

Apache Nginx Tomcat
b §
ey Active Count 9/15 Active Count 9”9 Active Count 9/]8
Node Usa
Apache Status Nginx Status Tomcat Status
(=1
6 40% I 9 60% 0 0% I 9 100% 9 50% I 9 50%
0 0% IO 0% 0 0% ID 0% ] 0% IO 0%
Memory
501 10
- Inst o Acti
0% B By Date Target Action
Disk 2025-10-30 10:00:07 wos 03 centrol instance(start)
2025-10-30 10:00:07 wag 02 centrol instance(start])
S0 54
2025-10-30 10:00:07 was 0] control ins!

2025-10-30 09:59:10 web 03 control i

2025-10-30 09:59:08 webn_ 03

HAEl QT AA Web/WASSE
Ciol web UIZ S5t 2|

SR ALS 52! OEAA Web/WASE
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OpenLENA | Key Strengths (2)

Vulnerabilities (D)

O

J0OO0o0OO0O0Ooooao

CVE-ID

CVE-2025-3891

CVE-2025-31492

CVE-2024-36387

CVE-2024-39573

CVE-2024-40898

CVE-2024-38473

CVE-2024-38474

CVE-2024-38477

CVE-2024-40725

Type

Apache

Apache

Apache

Apache

Apache

Apache

Apache

Apache

Apache

Affected Versions
(mod_auth_op..
(mod_auth_op..
2.4.55102.4.59
2.40t024.59
2.4.601t02.4.61
2.4.0 to 2.4.59
2.4.0t02.4.59
2.40t024.59

2.4.60t02.4.81

Summary

mod _auth_openidctiA OIDCP.

mod_auth_openidc 2.4.16.10 ...

WebSocket Z2EEE HTTP/2 9.

mod_rewrite 2S04 LZE SSR...

SSRF 20 2441 QXS S80] 214 At

Apache HTTP Server®| mod_pr...

Apache HTTP Server2| mod_re..

mod_proxy 2S04 &48Hs NUL...

EXsiSe 2TH(AddTvoe)S AR

Apache Nginx

Severity
Base Score: 7.5 HIGH
CVSS-B: 9.8 HIGH
Base Score: 5.9
Base Score: 7.5 HIGH
(NVD)Base Score: 7.5 HIGH
Base Score: 8.1 HIGH
Base Score: 9.8 HIGH
Base Score: 7.5 HIGH

Base Score: 5.3 MEDIUM

¢

Tomeat

Published Date

2025-04-28

2025-04-06

2024-07-01

2024-07-01

2024-07-18

2024-07-01

2024-07-01

2024-07-01

2024-07-18

ADMIN

Action

Status
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